MEMORANDUM DE INTELEGERE
DINTRE GUVERNUL ROMANIEI S| CONSILIUL EUROPEI
PRIVIND
OFICIUL CONSILIULUI EUROPEI IN DOMENIUL CRIMINALITATII INFORMATICE
DIN BUCURESTI
SI STATUTUL JURIDIC AL ACESTUIA

Guvernul Romaniei si Consiliul Europei (denumite in continuare Partile),

Avand in vedere Rezolutia CM/Res(2010)5 privind statutul oficiilor Consiliului
Europei adoptata de Comitetul Ministrilor la 7 iulie 2010;

Avand in vedere dispozitile Acordului General privind Privilegiile si
Imunitatile Consiliului Europei (denumit in cele ce urmeaza GAPI), adoptat la Paris
la 2 septembrie 1949, la care Romania este parte,

Au convenit urmatoarele:

1. Se instituie o noua forma institutionala de cooperare intre Parti prin crearea la
Bucuresti a unui Oficiu in domeniul criminalitatii informatice al Consiliului
Europei (denumit in cele ce urmeaza Oficiu).

2. Principalele obiective ale Oficiului vor fi urmatoarele:

a. reprezentarea Secretarului General in relatia cu autoritatile din tara
gazda in limita competentelor atribuite;
b. facilitarea identificarii nevoilor de asistentd tehnicda Tn domeniul

criminalitatii informatice, in cooperarea cu autorittile nationale, alte
state, precum si alti parteneri;

C. furnizarea de consultanta, sprijin si coordonare in pregatirea,
negocierea si implementarea la timp a activitdtiior organizate de
Consiliul Europei in domeniul luptei impotriva criminalitatii informatice,
inclusiv proiecte comune cu Uniunea Europeana si alti donatori;

d. stabilirea de parteneriate cu organizatii din sectorul public si privat in
domeniul luptei impotriva criminalitatii informatice;

e. cooperarea cu autoritatile din Romania in domeniul luptei impotriva
criminalitatii informatice;

f. organizarea de activitati pentru identificarea de fonduri pentru proiecte
si programe specifice;

g. coordonarea activitatilor la nivel national cu alte organizatii si institutii

internationale (UE, OSCE, ONU), precum si cu alti parteneri locali si
internationali care desfagoara activitati in tara.

3. Oficiul va functiona cu oficiali ai Consiliului Europei (denumiti in continuare
functionari ai Oficiului), incluzdnd urmatoarele categorii: membri ai
Consiliului Europei angajati in baza regulamentelor si regulilor privind
personalul Consiliului Europei, inclusiv personal recrutat la nivel local, si
personal detasat la Consiliul Europei in conformitate cu normele aplicabile.



4. Consiliul Europei va notifica Ministerului Afacerilor Externe al Romaniei
numele, functia si categoria functionarilor Oficiului de la Bucuresti.

5. Secretarul General al Consiliului Europei va numi Seful Oficiului si va informa
in scris Ministerul Afacerilor Externe al Romaniei cu privire la decizia luata in
acest sens.

6. Ca institutie a Consiliului Europei, Oficiul si functionarii acestuia vor beneficia
de dispozitile GAPI.

7. Ca institutie a Consiliului Europei, Oficiul va avea personalitate juridica si va
avea capacitatea de a incheia contracte, achizitiona si instraina bunuri
mobiliare, initia proceduri legale, deschide si detine conturi bancare in moneda
nationala si straina.

8. Oficiul, bunurile si activele sale vor beneficia de imunitate cu privire la orice
procedura legala cu exceptia cazului in care Comitetul Minigtrilor a autorizat
ridicarea imunitatii. Ridicarea imunitatii nu se extinde asupra vreunei masuri de
executare sau sechestrare de bunuri.

9. Cladirile si sediul Oficiului sunt inviolabile. Bunurile si activele sale vor fi
exceptate de la perchezitie, rechizitionare, confiscare, expropriere sau orice
altéa forma de interferentd de natura administrativa, judiciara sau legislativa.

Autoritatile Guvernului Romaniei vor avea dreptul de a patrunde in incinta
Oficiului doar cu consimtamant expres sau la solicitarea Secretarului General
al Consiliului Europei sau a Sefului Oficiului de la Bucuresti. In caz de incendiu,
inundatii sau alte situatii de urgenta, consimtamantul acestuia este prezumat.

10.Arhivele Oficiului i, in general, toate documentele care ii apartin sau pe care
le detine sunt inviolabile, oriunde se gasesc.

11. Fara a fi limitat de controale, reglementari sau moratorii financiare de orice fel:

a. Oficiul va putea detine moneda de orice fel si opera conturi in orice
moneda;
b. Oficiul va putea transfera in mod liber fondurile sale dintr-o tara in alta

sau in interiorul unei tari si converti orice moneda detinuta de acesta in
orice alta moned3;

C. in exercitarea drepturilor prevazute la literele a. si b. susmentionate,
Oficiul va avea in vedere orice solicitari facute de Guvernul Romaniei
pentru a le da curs In masura in care acest lucru este posibil fara a
prejudicia interesele Oficiului.

12. Oficiul, activele, veniturile si alte bunuri care ii apartin sunt scutite de:
a. orice impozit direct; cu toate acestea, Oficiul nu va putea solicita

scutirea de impozite, taxe sau alte plati care constituie doar plata unor
servicii de utilitate publica;




b. orice taxe vamale, interdictii si restrictii la import si export cu privire la
articolele necesare functionarii oficiale a Oficiului; articole importate cu
scutire vamala nu pot fi vandute pe teritoriul tarii in care au fost
importate decét in conditiile autorizate de guvernul acestei tari;

c. orice taxe vamale, interdictii si restrictii la import si export cu privire la
publicatiile sale.

13. Functionarii Oficiului beneficiaza in ceea ce priveste comunicarile oficiale de un
tratament cel putin la fel de favorabil ca acela acordat de catre Guvernul
Romaniei misiunilor diplomatice ale oricarui stat.

Corespondenta si celelalte comunicari oficiale ale functionarilor Oficiului nu pot
fi cenzurate.

Oficiul poate utiliza canalele, mijloacele si serviciile de comunicare necesare
pentru a-si asigura intreaga capacitate de comunicare. Oficiul poate utiliza,
potrivit dispozitiilor $i normelor legale aplicabile in Roméania, spectrul electronic
si magnetic pentru operatiunile sale, si se obligd in cooperare cu autoritatile
competente ale Guvernului Roméaniei sa obtina licentele necesare in acest
scop. Oficiul nu va avea dreptul de a utiliza frecvente de emisie.

Corespondenta privata si alte forme de comunicare adresate sau transmise de
catre functionarii Oficiului sunt considerate comunicare oficiald a Oficiului fiind
aplicabile dispozitiile prezentului Memorandum de intelegere.

14.Functionarii Oficiului, cu exceptia personalului recrutat local si a personalului
detasat, beneficiaza de urmatoarele privilegii i imunitati:

a. Imunitate de jurisdictie cu privire la interventiile orale, scrise sau orice
acte indeplinite de acestia in calitate oficiala in limitele atributiilor
conferite;

b. Scutire de orice impozite pe salarii sau alte drepturi banesti acordate de
Consiliul Europei;

C. Imunitate cu privire la restrictile de imigrare si inregistrare a strainilor,
impreuna cu sotii/le si rudele aflate in intretinerea lor;

d. Acordarea acelorasi inlesniri privind schimbul valutar ca si functionarii
misiunilor diplomatice acreditate pe langa guvernul respectiv;

e. Acordarea acelorasi inlesniri de repatriere de care beneficiaza diplomatii

impreuna cu sotii/le si rudele aflate in intretinerea lor, in cazul unei crize
internationale;

f. Au dreptul de a importa, cu scutire de taxe vamale, mobilier si obiecte,
cu prilejul preluarii functiei in tara respectiva, si de a le reexporta, cu
scutire de taxe vamale, spre tara lor de domiciliu.

15.Functionarii Oficiului, inclusiv cetatenii tarii gazda, care sunt personal recrutat
local se vor bucura de privilegiile si imunitatile prevazute la alineatul 14a si 14
b, in conformitate cu regulile relevante adoptate de Consiliul Europei.




16.Functionarii Oficiului, care sunt detasati se bucurd de privilegiile si imunitatile
prevazute la alineatul 14 cu exceptia alineatului 14b in conformitate cu regulile
relevante adoptate de Consiliul Europei.

17.Privilegiile si imunitatile sunt acordate functionarilor Oficiului in interesul
Consiliului Europei si nu in avantajul personal al acestora. Secretarul General
are dreptul si obligatia sa ridice imunitatea acordata unui functionar in cazul in
care, in opinia sa, aceasta ar impiedica exercitarea normala a justitiei si poate
fi ridicata fara ca aceastd masura sa prejudicieze interesele Consiliului
Europei.

18.Orice diferend intre Oficiu si persoane private in legatura cu servicii sau lucrari
prestate sau tranzactii imobiliare efectuate in numele Oficiului sunt supuse
arbitrajului, astfel cum se prevede in Ordinul administrativ al Secretarului
General, aprobat de Comitetul de Ministri.

19.Functionarea Oficiului va fi finantata din alocari de la Bugetul Ordinar al Consiliului
Europei si, cand este cazul, precum si din resurse extra bugetare puse la dispozitie
pentru implementarea unor programe de cooperare.

20.Guvernul Romaniei va contribui la finantarea Oficiului prin punerea la dispozitie
in mod gratuit a sediului acestuia.

21.Oficiul si functionarii acestuia pot afisa insemnele Consiliului Europei la sediu
si pe mijloacele de transport.

22.in cazurile in care Oficiul achizitioneaza bunuri sau servicii pentru uzul siu
oficial, al caror cost include accize si taxe, Guvernul Roméaniei va lua masurile
administrative adecvate pentru scutirea sau rambursarea contravalorii acestor
taxe si impozite.

23.1n afara dispozitiilor prevazute in GAPI, in conformitate cu regulile relevante
adoptate de Consiliul Europei, functionarii Oficiului, cu exceptia personaluiui
detagat din Romania sunt exceptati de la aplicarea legislatiei Romaniei privind
securitatea sociald, cu conditia ca functionarii sa fie cupringi intr-o schema de
securitate sociala prevazuta de Consiliul Europei. Aceasta scutire nu va aduce
atingere participarii voluntare la sistemul de securitate sociala din Romania, cu
conditia ca aceastd participare sa fie permisd de legislatia aplicabila in
Romania.

24.in afara prevederile previazute in GAPI, pentru functionarii Oficiului, sotii/le si
rudele aflate in intretinerea lor vor fi emise in mod corespunzator permise de
rezidenta pe durata numirii lor in Romania.

25. Autovehiculele apartinand Consiliului Europei vor fi inmatriculate sub numere
diplomatice si vor beneficia de asigurare de raspundere civila corespunzatoare.

26. Functionarii Oficiului vor respecta legile nationale si se vor abtine de la
activitati incompatibile cu mandatul si obiectivele Oficiului.




27 .Prestabrii de servicii $i consuitantii contractati la nivel local de catre Oficiu sunt
supusireglementarilor si normelor legale nationale.

28.Diferendele dintre Parti cu privire la interpretarea sau aplicarea prezentului
memormndum de Intelegere vor fi solutionate pe cai diplomatice.

29.Memonrndumul de Intelegere poate fi amendat prin acordul partilor in scris.
Amendamentele vor intra in vigoare in conformitate cu alineatul 30.

30.Prezenuil Memorandum de intelegere se incheie pe o duratid nedeterminati si
va intra in vigoare la data primirii notificarii Guvernului Romaniei privind
indeplifrea procedurilor interne necesare intrarii sale in vigoare.

31.Oricare Parte poate rezilia Memorandumul de intelegere printr-o notificare
transmisd celeilalte Parti, caz in care acest Memorandum de Intelegere va
inceta si isi produca efectele dupa sase luni de la data primirii notificarii.

Semnat laBucuresti la 15 octombrie 2013, in doua exemplare originale in limba
engleza.




MEMORANDUM OF UNDERSTANDING | |
BETWEEN THE GOVERNMENT OF ROMANIAAND THE COUNCIL OF EUROPE
CONCERNINS '
THE COUNCIL OF EUROPE OFFICE ON CBERCRIME IN BUCHAREST
AND ITS LEGAL SRMTUS

The Government of Romania and the Guncil of Europe (hereafter - the
Parties),

Having regard to Resolution CM/Res(20D)5 on the status of Council of
Europe Offices adopted by the Committee of Minigers on 7 July 2010;

Having regard to the provisions of the Geseral Agreement on Privileges and
Immunities of the Council of Europe (hereafter - GAPI) concluded in Paris on 2
September 1949 to which Romania is a party,

Have agreed as follows:

1. A new institutional form of co-operation baéween the Parties is hereby
established by setting up in Bucharest a @uncil of Europe Office on
Cybercrime (hereafter - the Office).

2. The main objectives of the Office shall beas follows:

a. representing the Secretary General vis-a-vé the national authorities of
the host country within the scope of its comp#ences;
b. facilitating the identification of needs for @pacity-building in the area

1 of cybercrime, in co-operation with national mithorities, other States and

b other partners;

' <. providing advice, support and co-ordinatin in planning, negotiation
and timely implementation of targeted Couxil of Europe activities on
cybercrime, including Joint Programmes witk the European Union and
other donors;

d. establishing partnerships against cybercrime with public and private
sector organisations; ’

e. cooperating with Romanian authoritiee in matters regarding
cybercrime;

f. conducting fundraising activities for specificprojects and programmes;

g. co-ordinating activities in the country with other international
organisations and institutions (EU, OSCE, UN), as well as other
international and local partners active in the cauntry.

3.  The Office shall be staffed by Council of Ewope officials (hereafter —
the Officials of the Office) who inciude he following categories:




........

10.

11.

Councl of Europe staff members emgloyed under the Staff Regulations -

and Rdes of the Council of Europe including staff recruited locally,
and oficials seconded to the Counidl of Europe in pursuance of the
applicdle rules.

The Coundl ofEurope shall notify the Ministry of
Foreign Affairs of Romania of the nane, functions and category of the
Officiak of the Office in Bucharest.

The Secretary General of the Cound of Europe shali appoint the Head
of Offie and shall inform in writing the Minister for Foreign Affairs of the
Romana about his/her decision.

As as Institution of the Council of furope, the Office and its Offi cuals
shall baefit from the provisions of theGAPI.

As a Council of Europe Institutan, the Office shall have legal
persondty and shall have the capacityto conclude contracts, to acquire
and dispse of movable property, to istitute legal proceedings, to open
bank aaounts in national and foreign cerency and to possess them.

The #iffice, its property and assetsshall enjoy immunity from every
form of legal process except in so fa as in any particular case, the
Commitiee of Ministers has expressh authorised the waiver of this
immuniy. It is, however, understood that no. waiver of immunity shall
extend & any measure of execution ordetention of property.

The Mildings and premises of the Office shall be inviolable. Its -

property and assets shall be immune from search, requisition,
confiscalion, expropriation or any otherform of interference whether by
adminiswative, judicial or legislative acton.

The autlorities of the Government of bmania shall be entitled to enter
the Offi®’'s premises only upon the exmess consent or at the request of
the Secmtary General of the Council of Europe or the Head of Office in
Buchareg. In case of fire, flood or otker natural disaster sutuatlon, the
consent o the latter shall be presumed.

The amhives of the Office, and in gaeral all documénts belonging to
it or heldby it, shall be inviolable wheremever located.

Withaet being restricted by fi nancnaicontrols, regulations or financial
moratoriaof any kind:

the Office may hold currency of any kisd and operate accounts in any
currency;




b.

13.

the Office may freely transfer its fund from one country to another or
wthin any country and convert any arrency held by it into any other
carency; . '
inexercising its rights under sub-pararaphs a and b above, the Office
shill pay due regard to any representdions made by the Government of
Ramania and shall defer to such repreentations in so far as it considers
ths can be done without detriment to e interests of the Office.

The Office, its assets, income and qﬂelj property_shall be exempt:

fran all direct taxes; the Office will not however, claim exemption from
raks, taxes or dues which are no mom than charges from public utility
sewices;

fran all customs duties and prohibitiors and restrictions on imports and
egorts in respect of articles requiredby the Office for its offidal use;
arkles imported under such exemptioz will not be sold in the country
ints which they are imported, except wder conditions approved by the
goernment of that country; _ _
from all customs duties, and prohibitionss and restrictions on imports and
exports in respect of its publications.

The Officials of the Office shall enjoyfor their official communications,
tredment at least as favourable as thataccorded by the Government of
Romania to the diplomatic missions of asy other government.

No eensorship shall be applied to the dFicial correspondence and other
offiial communications of the Officials dfthe Office.

The Office may use communication clnnels, means and services as

" reqiired to ensure its full ability to sommunicate. The Office may,

- all ags performed by them in their officidlcapacity and within the limit of _==

pumiant to the laws and regulations  Romania, use the eledronic-
magnetic spectrum for operations of theOffice, and commits itself in co-
opamtion with the relevant authorities ofthe Government of Romania, to
enswe the licenses. The Office has no right to use broadasting
frequencies.

Privite correspondence and other communications addressed to or
emaating from the Officials of the Offie shall be regarded as official

commnunication of the Office and as suchshall benefit from the provisions
of tiis Memorandum of Understanding.

@ficials of the Office, with the exceplibn of locally recruited staff and
secarded officials, shall enjoy the followim privileges and immunities:

be immune from legal process in respectaf words spoken or written and

theirauthority;

L ——




- 15,

16.

17.

18.

be exempt from taxati® on the salaries and emoluments paid to them by
the Council of Europe;

be immune, together with spouses and relatives dependent on them,
from immigration restritions and aliens’ registration;

be accorded the sameprivileges in respect of exchange facilities as are
accorded to- officials & comparable rank forming part of diplomatic
missions to the governaent concerned;

be given, together with their spouses and relatives dependent on them,
the same repatriation fxilities in trme of international crisis as diplomatic
envoys;

have the nght to lmpat free of duty their furniture and effects at the
time of first taking upheir post in the country in question, and to re-
export the same free ofduty to their country of domicile.

Officials of the Office including citizens of the host country, who are
locally recruited staff skll enjoy the privileges and immunities foreseen
in sub-paragraphs 14aand 14b, in accordance with the relevant rules
adopted by the Council # Europe. :

Officials of the Offi®, who are seconded officials, shall enjoy the
privileges and immunities foreseen in paragraph 14 with the exception of
sub-paragraph 14b, in acordance with the relevant rules adopted by the
Council of Europe.

Privileges and immuiities are granted to the Officials of the Office in
the interest of the' Countil of Europe ahd not for the personal benefit of
the individuals themseles. The Secretary General shall have the right
and the duty to waive tke immunity of any Official in any case where, in
his/her opinion, the immanity would impede the course of justice and can
be waived without prejulice to the interest of the Council of Europe.

Any dispute between #he Office and private persons regarding supplies
furnished, services rendeed or immovable property purchased on behalf
of the Office, shall be submitted to arbitration, as provided in an
administrative order issurd by the Secretary General with the approval of

~ the Committee of Ministas.

The functioning of the @fice shall be financed by approprations under the
Ordinary budget of the @uncil of Europe and, whenever applicable, by
extra-budgetary resourcesprovided for the implementation of co-operation
programmes.

The Government of Ramania shall contribute to the financing of the
Office by providing the Oice with suitable premises free of rent.




21 The Officeand its Officials afe permitted lo display the Council of
Europe’s insigaia on premises used by the Offtke as well as its means of
transport.

22 In cases vhere the Office purchases for ks official use goods or
services the price of which includes exci® duties or taxes, the
Government & Romania shall take appropriate administrative measures
for the remissin or the refund of the amount dgfthese duties and taxes.

23. In addition b the provisions contained in theGAPI, in accordance with
the relevant mles adopted by the Council of Europe, Officials of the
Office, with aception of seconded officials fom Romania, shall be
exempt from @e application of the laws of Ranania on social security,
provided that fie Officials belong to a social searity scheme provided for
by the Coundcll of Europe. This exemption sh# not preclude voluntary
participation inthe social security system of Ramania provided that such
participation ispermitted by the relevant legisldion of Romania; '

24. In addition ® the provisions contained in the GAPI, Officials of the
Office shall asappropriate, be issued, together with their spouses and
relatives deperdent on them, residence permitsfor the duration of their
posting in Romania.

25. Countil of Exope Office vehicles shall be regstered under diplomatic
licence plates ad shall carry adequate third-parg liability insurance.

26. Officials of ke Office shall respect the foc# laws and refrain from
activities incomgatible with the mandate and tasks of the Office. :

27. Service provilers and consultants contracted &cally’ by the Ofﬁce shall
gemain subJect ® local laws and regulations.

28. Disputes bebeen the Parties with regard ® the interpretation or
wpplication of #is Memorandum of Understanding shall be settled by
dplomatic mears.

29. This Memoraadum of Understanding may beamended by a written
areement of ke Parties. The amendments shall enter into force
xcording to theprocedure set out in paragraph 3.

30. This Memoradum of Understanding shall be concluded for an
idefinite period of time and shall enter into fece on the day of the
rceipt of the ndification from the Government ofRomania regarding the
ampletion of itsdomestic procedures required forits entry into force.




31. Any Prty may terminate the Memsandum of Understanding by a
notificatiaa sent to the other Party in shich case this Memorandum of
Understamding shall cease to produce ts effects six months after the
date of the receipt of the notification.

Sigted in Birharest on this /{day of c%l/?' 2013, in two originals in
Engish.

~ Forthe Goversment of Romania L For the Council of Europe

Gabriellay ain:i-Dragoni

Deputy Secretary General
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